DUO MFA User Enrollment - AHPM

DUO MFA is a second layer of protection for your account when logging in to the Citrix MVD
applications. For early enrollment, please follow the direction below.

First, Download and Install the DUO Maobile app on your smartphone.
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Duo helps you login securely.
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After you have completed installing the DUO mabile app.

Go To: https://ahpm.ascensionhealth.org

1. ANOTICE banner will pop up, click on AHPM

& ahpm.ascensionhealth.org

AHPM has been replaced with the new password reset tool, click the new link below to be redirected.

https:/fipm.ascension.org/

If you still need access to AHPM please click below.

2. Enter your UserID and Password.
a. Select your ministry from the drop-down menu, enter the captcha word challenge

and click Login

& Ascension Technologies

? Forgotten Password = | Unlock Account Sign in

Reset your forgotten password  |© Unlock your locked out account
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User Name:
User Registration Enter your UserlD
Establish your identity via registration
Update Your Account: Password: sssssssssssssssssssss
Change Password
Change your password using current password Log on to: | i

Minept

eCorp account logins please select ECORP for the

eCorp Accounts: ' :
domain using the Log on to drop down menu.
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Resetting your password using this utility will not reset
Encryptiun; your encryption password.



https://ahpm.ascensionhealth.org/

3. Click Start Setup

Please check your Duo Security Authenticator App

" =1 -
o Protect Your Ascension Account
What is this? ¥
Meed help? Two-factor authentication enhances the security of your account by
using a secondary device to verify your identity. This prevents
anyone but you from accessing your account, even if they know your
password.
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This process will help you set up your account with this added layer
of security.

4. Select your device type and click Continue
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Technologies What type of device are you adding?
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Meed help? I\:_./I Mobile phone RECOMMENDED

Powered by Duo Security Tablet (iPad, Nexus 7, etc.)
Landline

Security Key (Yubikey, Feitian, etc.)

Requires Chrome t

5. Type your phone number and Click the check mark box to verify your phone number
a. Click Continue
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Technologies Enter your phone number
What is this? O3
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Meed help? United States w
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Example: (201) 234-5673
You entered i. 15 this the correct number?

6. Choose your device type and click Continue
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What is this? Cf
Meed help? iPhone
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7. Click on “l have Duo Mobile installed’

Ascension . .
Technologies Install Duo Mobile for iOS
What is this? [§
Need help? 1. Launch the App Store app and

search for "Duo Mobile”.
2. Tap "Get" and then "Install” to
download the app.
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Dug Mobile |

I have Duo Mobile installed

8. Open the DUO mobile app on your smartphone
a. Click on the “+” sign on the duo mobile app, or “Add Account”




Welcome to Duo Mobile -
Duo helps you log in securely. You'll use this New to Duo:

app to approve your logins after entering your —" ADD ACCOUNT

username and password on your computer.

9. Click OK to allow the app to access your camera.

“Duo Mobile"” Would Like to
Access the Camera

Duo Mobile will use your camera to
enroll accounts using QR codes.

Don‘t Allow OK

10. Scan the barcode on your computer and Click Continue
a. The barcode on your computer will change to a green check mark indicating the account
was added successfully.
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What is this? C4
MNeed help?
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Activate Duo Mobile for i0OS

1. Open Duo Mobile.
2. Tap the "+" button.
3. Scan this barcode.

Email me an activation link instead.

11. Click on the drop-down arrow to select your default MFA option.
a. Recommended setting is to “Automatically send this device a Duo Push”
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My Settings & Devices

+ Add another device

Default Device:  i0OS

When | log in: Automaticallv call this device

Asl me to choose an authentication method

¢ Automatically send this device a Duo Push

Automatically call this device

12. Click Save and “Continue to Login”



m Continue to Login

13. Once you are done with registration, the system will send you an MFA request.
a. In this example we selected the DUO Automatic Push

Ascension
Technologies _
R [~] Duo Push
What is this? [§ o
Add a new device
My Settings & Devices
Meed help?
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Remember me for 18 hours

Pushed a login request to your device. .

14. Go to your phone
a. Approve from the locked screen
b. Or, open the app and click Approve
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